Criminal investigation is the bedrock in fact inquiry for the criminal justice system. In the contemporary world, countries use technologically enhanced criminal investigation techniques for the alleged crime or for the probable crimes. The current trends show that those enhanced forms of criminal investigation techniques have been used in more extended manner. Such extended applications of those techniques have become the threats to individual rights such as right to privacy, freedom of expression, the right to freedom of association and assembly, the right to freedom of movement and the due process rights. This paper analyzes the available justifications, compatibility and ethical sides of these enhanced forms of investigating techniques by police or investigative organs. Moreover, it also critically analyzes the potential threats and implications of these enhanced forms of criminal investigations on the certain basic individual human rights. Under the umbrella of enhanced criminal investigation techniques, there are various special techniques. The scope of this paper is not to deal with the specific nature of each technique, rather it is limited only to the general behavior or characteristics, their underlying rationales and the possible threats on the rights of individuals.
gation tools to be used depends on a variety of factors, including the nature of the alleged violations, the type of investigation to be conducted and the available resources.
The advances of technology have played a great role in changing the techniques and tactics of criminal investigation. Criminal investigation can be reactive if it is triggered after a certain criminal wrong is committed or it can be also proactive, which is concerned much more in preventing the commission of crimes in advance with the help of sophisticated technology (Tong et al., 2009) . Nowadays, the advancement of technology and the sophistication of crimes oblige many countries to use special investigative techniques in their investigation process of crime.
The most remarkable fields of technologies that have been usually applied and played a prominent role in criminal investigations are, inter alia, "information science"; "molecular biology"; and "social science research" 1 (U.S. Congress, 1988) . These technologies, obviously, are undisputable in enhancing law enforcement agents' ability to identify offenders and capture suspects (U.S. Congress, 1988) . Put differently, in investigating crimes, identifying suspects, and gathering evidence, special technologies address the quest for easy solutions for law enforcement works and criminal investigations.
The process of criminal investigations, however, has a high potential area for abuse of procedure (Harfield, 2010) . In the contemporary world, countries use technologically enhanced criminal investigation techniques for the alleged crime or for the probable crimes. These advances of technology have its pros and cons to the administration of justice, mainly in crime investigation. The current trends show that those enhanced forms of criminal investigation techniques have been used in more extended manner. Such extended applications of those techniques have become the threats to other rights. However, the scopes of applications of these techniques are required to be clear and legally limited. Furthermore, it is necessary to make a clear demarcation as to which crimes or potential threats should be investigated by such kinds of investigative techniques.
Most of the time, countries engaged in special criminal investigation techniques such as various forms of surveillance, eavesdropping, undercover agents, biometrics and the like. These enhanced forms pave the way for silent and invisible intrusions on the privacy of the individuals (Scheb, 2011; Cavoukian, 2008) . Such secret and invisible nature limits the individuals to show before the court that they are under some kind of surveillance so as to get judicial remedies in case of violations of due process rights (Scheimin, 2009 ). The required check and balance that is the bedrock for the separation of power principle would be eroded.
The practice has caught a great attention and trigger a hot forms of debate in making use of these special investigative techniques and their ethical concerns (Mullikin & Rahman, 2010) . There are countries where their law enforcement officials have proposed the prohibition to utilization of communication technologies that are more difficult to intercept (Mullikin & Rahman, 2010) .
Thus, this paper analyzes the available justifications, compatibility and ethical sides of these enhanced forms of investigating techniques by police or investigative organs. Moreover, it also gives an emphasis as to the potential threats and implications of these enhanced forms of criminal investigations on the certain basic human rights such as right to private life, right to freedom of expressions and other related rights as well.
Under the umbrella of enhanced or special investigation techniques, one may get various techniques of surveillance, biometrics, undercover agents and the like. The scope of this paper is not to deal with the specific nature of each techniques, rather it is limited only to the general behavior or characteristics of the selected techniques especially their underlying rationales and the possible threats on the rights of individuals.
Enhanced Forms of Criminal Investigation

Introduction
Today, crime is being committed in more sophisticated methods and in a more organized form. In addition, new types of crime are continuously occurring. Criminal investigation is, essentially, the process of answering questions as to how, where, when, why, and by whom a crime has been committed. For these purpose, investigative law enforcement officers are required to collect information from various sources and arrive at a certain coherent conclusion on a given event (Ask, 2006) . To effectively deal with such situations, investigative organizations are also getting systematized and scientific in terms of organization and investigation methods.
In addition to conventional and enhanced, criminal investigation can be also classified as reactive or proactive investigation. Until recently, the highly dominant model of criminal investigation was a reactive kind of investigations. This kind of criminal investigation is always relies on the past history so that it has been highly criticized by its retrospective nature (Tong et al., 2009) . Whereas proactive criminal investigation mostly used when the law enforcement agents predict a crime is going to be committed, detect and prevent the community from the effects of crime proactively (Tong et al., 2009) . This investigative technique is highly assisted by advanced technologies. However, one should note that though reactive criminal investigation presupposes the commission of crime, it does not mean that enhanced investigative techniques are inapplicable. What makes it different is, its scope of utility i.e. it utilizes less in scope of special investigative techniques as compared to proactive one.
In the contemporary world, the most commonly used special investigative techniques are, inter alia, technical aids (e.g. body scanners, iris-scanner, buss, probes, cameras, electronic facial ID software, Automatic Number Plate Recognitions; operational policing tools and systems; profiling techniques such as crime mapping, geographical profiling, offenders profiling, psychological and behavioral profiling); surveillance techniques (e.g. devices like CCTV, drone surveillance, phone tapping, wiretapping, human or electronic eavesdropping, communication data surveillance, pen register, trap and trace device, interception of communication; traffic data surveillance; covert operations such as directed surveillance, intrusive surveillance, electronic surveillance, and surveillance logs); and sources of information (e.g. intelligence database like Automated Fingerprint Identification System, DNA Database etc…). So according to the nature of the alleged crimes, countries may choose the relevant available investigative tools for their crime detection, prevention and investigation.
For the sake of this paper, it is helpful to see the general nature of some enhanced investigative techniques such as "surveillance" 2 , "wiretapping" 3 , "eavesdropping" 4 , and the like (Caremen, 2010; Hewitt, 2008) . Basically, applying these kinds of special investigative tools may increase the ability of the government to observe, control or intervene on the commission of crime; may enable the government to investigate at a distance or out of sight of both of the subject and concerned public interest groups (Herbert, 2011) .
In most cases, the applications of those techniques are blurred. But the most common crimes which are subjected to such type of investigation or detection are: terrorism, organized crimes, money laundering, corruption, drug dealing, hijacking, espionage, treason, white collar crime, human trafficking and the like (Hall, 2004; Stutzer et al., 2010; Kaplan, 2012; Bloss, 2007) . But it does not mean that the utilization of those techniques always limited only to those serious crimes though the substantive seriousness of crimes may vary from jurisdiction to jurisdiction. Mostly, it is highly influenced by the national security matters of a given country and the safety of community at large.
Rationales
Many of technological innovations can offer significant social benefits in general and the reduction of crime and just and equitable administration of justice in particular. Countries may put different justifications to make use of these enhanced forms of criminal investigative techniques on a given circumstance. The writer of this paper chooses as a matter of concern three basic rationales i.e. technological innovations, security, and crime prevention.
Technological Innovations
There are basically two types of technological innovations that can be identified as information-based technology innovations (which is called as soft technology) and material-based technology (which is called as hard technology) (Byne et al., 2011) .
The sophistication of crime commission and the challenge to investigate those crimes on one hand and the opportunity of hard or soft technological innovations that can ease such challenge on the other, create conducive environment for criminal investigator and forensic practitioners of a given country. Factually, traditional investigation techniques do not compete much better against sophisticated crimes.
5 The advancements of surveillance technologies, for instance, have supplied law enforcement with numerous new investigative tools, tactics, and methods. These innovations have been the source of incredible simplifications and ease, providing investigators with time and effort saving advantages to more traditional painstaking investigative tactics. By nature, the efficacy and efficiency of these enhanced forms of investigation techniques in fighting modern crimes with modern technology would be one of among the other rationales. Thus, this advancement created the opportunity to law enforcement and intelligent agents to utilize those enhanced techniques for their careers.
National Security
Most countries may take different security measures in seeking to safeguard national security and community safety. In order to prevent those threats which pose on a given country, advanced technologies can be used in proactive and/or reactive investigative techniques. These techniques, for instance, can be justified on future terrorist acts and to obtain foreign counterintelligence information about the individuals' and groups engaging in, or preparing to engage in terrorist activities on a certain state (Stutzer et al., 2010) .
Obviously, these days, criminal organizations are more sophisticated and dynamic than ever before. The challenges for law enforcement agents are to be prepared for this increasing sophistication in order to reduce the impact of criminal activities on a given stat's communities. To this end, countries' law enforcement agencies and intelligent agencies need forward looking, assertive and comprehensive strategies to counteract the threat of multinational crime such as terrorism, money laundering, organized crime, hijacking, drug trafficking, and the like (United Nations Office on Drugs and Crime, 2011). Due to these reason, it is common to see while countries apply the required techniques, inter alia, electronic surveillance, electronic interception including wiretapping and Global Positioning System (GPS).
Moreover, the United Nations Convention against Transnational Organized Crime specifically endorses, where it deems appropriate, the state party to apply special investigative techniques such as electronic or other forms of surveillance and undercover operations by their competent body with in their jurisdictions (UN Conventions against Transnational Organized Crime, 2004). Therefore, national security issues are the largely used kind of justifications that states usually claim to use the available special investigative techniques as a protective and detective measures.
Crime Prevention
Special investigative tools, which are the result of technological advancement, can be used to prevent crime and to improve the performance of the police. The growth of crime and the emerging new technological innovations has brought with the parallel phenomenon of expansion and specialization of police forces (Isnard, 2001) .
Crime prevention, in its present usage is a generic term of vaguely wide term. As the crime prevention trends of different countries shows, it refers to a variety of police actions ranging from patrolling the streets to surreptitious surveillance and under cover activities (Cohen, 1982) .
Moreover, it is virtually impossible to organize a complex crime without communicating over public networks, and this is particularly true where there is an international dimension, as is increasingly the case. Interception can exploit this weakness in the criminal structure, providing law enforcement officers with an opportunity to gather intelligence on crimes as they are being planned and providing an invaluable insight into the thoughts and intentions of the criminal. In many countries, law enforcement officers and intelligent agents are highly proposed their government in order to ban the utilization of communication devices that are more difficult to intercept such as smart phones (Tong et al., 2009) .
A highly enhanced intelligence functions and special investigative techniques are, thus, used as an instrument or tools at the guise of the prevention or detection of crime or to prevent public disorder. Therefore, crime prevention strategies can be taken as one of the justification to use enhanced technologies for criminal investigation among others.
Potential Threats of Enhanced Forms of Criminal Investigations
Since human rights are interrelated and interdependent, right to privacy, in addition to a right in itself, serves as a basis for other right. Other rights, such as to freedom of expression, the right to freedom of association and assembly, the right to freedom of movement and the due process rights could be affected jointly or independently where law enforcement officials apply those special investigative techniques.
The Right to Privacy
Right to privacy is a fundamental human right that can be understood as the presumption that individuals should have an area of self-directed development, relations and liberty with or without interactions with others and free from state and other persons' interventions (Mullikin, 2010) . The right to privacy is not an absolute right which is not subjected to any restrictions or limitations. Under international human rights instruments especially under Article 17 of International Convention on Civil and Political Rights (ICCPR), right to privacy is stated as: 'no one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or correspondence, nor to unlawful attacks on his honor and reputation. Everyone has the right to the protection of the law against such interference or attacks. Even though Article 17 of the ICCPR is a binding treaty provision at the universal level and does not catalogue permissible limitation (Sepulreda et al., 2004) , one should note that there are situations where state party or countries have a legitimate power to limit the right to privacy under international human rights law. A given sate, for instance, can derogate the right to privacy in accordance with Article 4 of the same convention. However, what is absolutely prohibited here is illegal or unlawful and arbitrary interference on such right to privacy of individuals. However, at the international level, there is no thorough set of legal safeguards that deals with or that strike the balance between the use of those enhanced investigative tools for crime prevention, detection and investigation on one hand and the protection of the private life of individuals and other related rights on the other (Stutzer et al., 2010) .
However, due to the threat of crimes certain serious such as terrorism, money laundering, organized crime, hijacking, and the like, states claim that their ability to prevent and investigate such crime is closely related to augmented surveillance power. Let alone the privacy right of the suspected individuals, the utilization of those special investigative techniques would affect the private life of any law-abiding individuals by exposing their private life or communications in unintended manner (Gene D. Park, 2006) . In the prevention and investigation of such crimes, states utilize multiple techniques which might violate an individual's right to privacy. However, surveillance, whether electronic or otherwise; interceptions of telephonic, telegraphic and other forms of communication; wire-tapping and recording of conversations have been prohibited by the Human Rights committee General Comment (UN Human Rights Committee General Comment 16, 1988) . But the current practice of states varies as to their means to measure the necessity, proportionality and reasonableness of their interference due to the absence of international guidelines on minimizing the risk to privacy. This in turn might create the differing approaches and conceptions as to the right to privacy.
States' conception of privacy is alarmingly developed from time to time. In USA, for example, as it is stated by the Supreme Court decision by the case of Kartz v. United States (1967) , which is the land mark case for the issue at hand, the decision had come up with new jurisprudence concerning protection of privacy from the old property approach towards the new privacy approach (Ferdico et al., 2009 ). According to the holdings of the court, any form of electronic surveillance, including wiretapping that violates "a reasonable expectation of privacy" 6 , constitutes a search that required warrant under the Fourth Amendment (Del Carmen, 2009). The prohibition against unreasonable search and seizure, thus, is not limited to homes, office buildings, or other enclosed space; rather it applies even in the public places where a person has a "reasonable expectation of privacy". Therefore, if a certain application of special investigative techniques, be it various forms of enhanced investigation techniques or others, violates the reasonable expectation of privacy of the subjected individual, we can safely argue that such act is unlawful and arbitrary interference of the right to privacy. The writer of this paper believes that the reasonable expectation of privacy test would be the best solution even for future innovation of technology that can affect the private life and integrity of individuals.
The Right to Freedom of Expression
Under the present international conventions, there are state obligations to respect and protect the right to freedom of expression. Article 19 of both the Universal Declarations of Human Rights (UDHR) and International Covenants on Civil and Political Rights (ICCPR) establishes the freedom of opinion and expression. Most international and regional treaties enshrined the permissible limitation of the right to freedom of expression. According to Article 19 of the ICCPR, such restrictions are required to be provided by law; serve a legitimate aim i.e. in order to respect the rights and reputation of others, for the protection national security, or public order or public morals or health; and such restriction should meet a high standard of necessity.
However, the right to freedom of expression and its internationally accepted limitations could be distorted by various measures taken by the governments. One of the most barriers to the right to freedom of expression can be measures taken by law enforcement agents while investigating crimes such as electronic eavesdropping, covert surveillance or wiretapping. For example, if an individual subject to such kind of special investigation is being aware in any ways that his or her communications or acts would be listened to or recorded by the law enforcement agents, he or she is going to be restricted from expressing his or her ideas. This in turn affects the individuals' right to freedom of expression beyond the standard restriction set by international instruments. However, whether a given individual is being aware of or not, the mere act of the governments without the permitted limitations pose a risk on individuals' right to freedom of expression.
The Right to Freedom of Association and Assembly
One of the rights that can be affected by the technology dependent criminal investigation techniques is the right to freedom of association. "The right to freedom of association allows individuals to join together to pursue and further collective interests in groups such as political parties, NGOs and corporations" (Sepulveda et al., 2004, 2nd) . Saving permissible restriction on the right to freedom of association and assembly, such right includes the right to form and join associations freely. Thus, in order to the full enjoyment of the right, associations must not be subjected to extreme and unnecessary intervention by the governments (Sepulveda et al., 2004) .
In criminal investigation process, however, the right to freedom of association and assembly are threatened, for example, by the use of surveillance. These freedoms often require private meetings and communication to organize individuals for their respected association or assembly from the face of governments (Isnard, 2001) .
Expanded use of these surveillance powers may led to abuse when the law enforcement agents or intelligent agencies have used these techniques so as to follow and monitor at a distance the internal activities, behavior, disciplines of the members of such association. The individual's right to freedom of association and assembly, thus, would be restrained by the governments' intrusive means of investigation mechanisms so that the protection of their private meetings might be eroded.
The Right to Freedom of Movement
The right to freedom of movement comprised the right and ability to move and choose one's residence freely and in safety with in the territory of the state, irrespective of the purpose of the move (UN Human Rights Committee General Comment No.27, 1999) . It also includes the right to leave any country and return to one's own country. It is closely related to liberty and security of person, which guarantees freedom from any arbitrary arrest and detention. But one should note that like other rights, it is not an absolute right i.e. it is subjected to certain permissible restrictions like freedom of expression and freedom of association and assembly (Klein, 2013) .
The right to freedom of movement can be highly affected by special investigative techniques. The use of secret watch list monitoring (no-fly selectee list) 7 , excessive data collections and sharing and imposition of intrusive scanning devices or biometrics all create barriers to the mobility of individual once they are listed or under surveillance.
The Due Process Right
The due process right, in the broader sense, can be understood as the right to be treated fairly, efficiently and effectively by the administration of justice. This right puts restrictions on criminal proceedings so as to safeguard fundamental fairness and justice (Sepulveda, 2004) .
One of the most serious threats of enhanced forms of investigation techniques such as surveillance measures is that they may encroaches the due process guarantees of the individuals. The secret nature of such investigation techniques, which hindered the subjected individual to show the unlawful and arbitrary interference on his or her fundamental rights before the court, pose a great challenge on individuals access to judicial review. So, it is hardly possible to show such unlawfulness or arbitrariness or unreasonableness of the governments intrusions on the rights of the suspect unless such search and seized information has been brought before the court. As a result, individuals may not be to appeal to courts for remedy. Such unlawful acts of law enforcement would overrule the very idea of check and balance which is the main goal for separation of power (McCord et al., 2006) . Therefore, these techniques may led to miscarriage of justice and violate the due process rights.
Preconditions to Use Enhanced Forms of Investigative Tools
The basic issue of how to use those investigative techniques in line with the rule of law and respect of fundamental human rights cannot be universally addressed in a similar fashion. Rather, it will rely on the legal system, practice and culture of each country. It is necessary, therefore, to strike the balance as to what extent the privacy and other related rights of individuals can be respected while protecting safe from effects of crime.
Basically, for a given criminal justice system to use those investigative tools, with due consideration of the potential threats, it should be covered by a specific laws and empowers a given body to authorize based on the required probable cause and supervise as to the necessity and proportionality of government's measures. For utilization of those techniques to be in accordance with the law, it should be foreseeable, backed up by safeguards against misuse and controlling mechanisms should be established (Mooneh, 2010) . Whatever forms of special investigative techniques is adopted, there must exist adequate and effective guarantees against abuse (Mooneh, 2010) .
As it has been indicated in the previous section, the absence of the detailed pre-existing legal safeguards that regulate the conditions under which the implementation of those special investigative techniques, has been ensured by adequate legislative control. The special investigative techniques should be adequately defined in the national legislations about the circumstances under which the competent authorities are entitled to the use of those techniques (Council of Europe Recommendation 10, 2005) .
Moreover, such legislative guidelines should prescribe the use of those techniques by the law enforcement to the extent of its necessity and appropriateness for efficient criminal investigation. Besides, legislation should also adopt the system of judicial or other independent body prior authorization for the sake of ensuring adequate control of the implementation of those special investigative techniques.
As the practice of some countries clearly reveals, the government must obtain authorization in good faith in connection with all offense for which the permits such special investigation. In this sense the law enforcement needs to be warranted to use such intrusive techniques. Secondly, the prosecutor or law enforcement officers who are in need of such kind of investigation techniques is required to show to the authorizing court that using such investigative techniques is something of last resort due to other investigation procedure have been tried and unable to address the problem; or they are required to prove that ordinary or conventional investigation techniques realistically appear not likely to be successful or very risky (Abramson, 2005; Pikowsky, 2002) . Thirdly, the government must support such application with sufficient probable cause that necessitates such kind of investigation. Finally, the government is required to minimize its intrusion on other individuals and on irrelevant actions or communications of the person of special interest (Abramson, 2005) .
For law enforcement, for instance under the European Convention on Human Right, to use those special investigative techniques, they have required to set a clear legitimate objectives or aims to restrict the fundamental rights and such restriction must be in all circumstances as necessary and proportional as possible to meet the legitimate objective which the sate seeks to achieve (Taylor, 2011) . Moreover, there are jurisdictions, for instance, establish the requirement of consent of the party to the conversation i.e. some jurisdictions permit recordings of their discussion with the consent of one party to the conversation and others require the consent of all parties to the conversation (Doyle, 2012) .
Conclusion
Today, criminal investigation techniques are highly developed than ever before. Criminal investigation can be reactive if it is triggered after a certain criminal wrong is committed or it can be also proactive, which is concerned much more in preventing the commission of crimes in advance with the help of sophisticated technology. Though reactive criminal investigation presupposes the commission of crime, it does not mean that enhanced investigative techniques are inapplicable. So according to the nature of the alleged crimes, countries may utilize the relevant available investigative tools for their crime detection, prevention and investigation.
There are different justifications for various countries to make use of these enhanced forms of criminal investigative techniques, inter alia, technological innovations, national security, and crime prevention. In the prevention and investigation of crimes, states utilize multiple techniques which might violate an individual's right to privacy. However, these techniques have an intrusive nature on the privacy on individuals and other related rights such as to freedom of expression, the right to freedom of association and assembly, the right to freedom of movement and the due process rights and even affects the principle of separation of powers. It is necessary, therefore, to strike the balance as to what extent the privacy and other related rights of individuals can be respected while protecting safe from effects of crime. Basically, for a given criminal justice system to use those investigative tools, with due consideration of the potential threats, it should be covered by a specific laws and empowers a given body to authorize and supervise as to the necessity and proportionality of government's measures.
Thus, according to its nature and impacts on the rights of individuals, special rules and regulations should be enacted at both international and national level in order to address specific issues of each special investigative technique. Moreover, there should be a clear demarcation between situations in which such special investigative techniques are applicable and situations in which those techniques are not applicable. On top of that countries should have a balanced size and scope of utilization of those special investigative techniques, the investigations should be conducted in way that judicial remedies are available. Therefore, criminal investigation by those special techniques should be utilized in the way that can be subjected to check and balance between the branches of a given government.
